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OAKLEY HEALTH GROUP 

INFORMATION SECURITY POLICY 

REVIEW DATE: 01.01.21 

REVIEWED BY: Dr Neil Bhatia 

NEXT REVIEW: 25.05.21 

 

 

This policy covers information security – that is: 

 

● the processing of data securely by means of “appropriate 

technical and organisational measures” 

● ensuring the ‘confidentiality, integrity and availability’ of 
our systems and services and the personal data we 

process within them 
 

Oakley Health Group places data protection at the heart of our 

organisation. 

 

https://ico.org.uk/for-organisations/guide-to-the-general-data-

protection-regulation-gdpr/security/  

 

All members of Oakley Health Group should read it, understand 

it, and follow the advice therein. 
 

  

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/security/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/security/
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Caldicott Principles 

 

Oakley Health Group (thereafter referred to as “we” or “our”) will comply 

with, be mindful of, and refer to the Caldicott Principles for all our data 

processing activities: 
 

1. Justify the purpose(s) 

 

2. Don’t use personal confidential data unless it is absolutely necessary 
 

3. Use the minimum necessary personal confidential data 

 

4. Access to personal confidential data should be on a strict need-to-know 
basis 

 

5. Everyone with access to personal confidential data should be aware of 

their responsibilities 

 
6. Comply with the law 

 

7. The duty to share information can be as important as the duty to 

protect patient confidentiality 
 

8. Inform patients and service users about how their confidential 

information is used 

 
 

Article 5 of the EU GDPR data protection principles 

 

Oakley Health Group will comply with, be mindful of, and refer to the 

Article 5 EU GDPR Principles for all our data processing activities: 
 

Personal data shall be: 

 

a) processed lawfully, fairly and in a transparent manner in relation to 

individuals (lawful purpose) 

b) collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes 

(purpose limitation) 

c) adequate, relevant and limited to what is necessary in relation to the 

purposes for which they are processed (data minimisation) 

d) accurate and, where necessary, kept up to date (accuracy) 

e) kept in a form which permits identification of data subjects for no 
longer than is necessary for the purposes for which the personal data are 

processed (storage limitation) 

f) processed in a manner that ensures appropriate security of the 

personal data (confidentiality) 
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The Common Law of Confidentiality (CLC) 

 

Oakley Health Group will comply with, be mindful of, and refer to the 

Common Law of Confidentiality for all our data processing activities: 

 
If information is given in circumstances where it is expected that a duty of 

confidence applies, that information cannot normally be disclosed without 

the data subject’s consent. 

 
All patient information, whether held on paper, computer, visually or 

audio recorded, or held in the memory of the professional, must not 

normally be disclosed without the consent of the patient. It is irrelevant 

how old the patient is or what the state of their mental health is; the duty 
still applies. 

 

The four sets of circumstances that make disclosure of confidential 

information lawful are: 

 
● where the individual to whom the information relates has given 

consent 

● where disclosure is in the overriding public interest 

(such as to safeguard the patient or another person) 

● where there is a legal duty to do so, for example a court order 

● where there is a statutory basis that permits disclosure such as 

approval under Section 60 of the Health and Social Care Act 2001 

(COPI regulations 2002, often referred to as “s251 authority”) 

 

Under common law, a healthcare provider wishing to disclose a patient’s 

personal information to anyone outside the team providing care should 

first seek the consent of that patient. This includes transfer of the 

information to a data processor. 
 

For direct medical care (primary purposes), this is usually implied 

consent. 

For secondary purposes, this must be explicit consent. 

Where this is not possible, an organisation may be able to rely on 

disclosure being in the overriding public interest. However, whether a 

disclosure is in the public interest is not a decision to be taken lightly. The 

judgement to be made needs to balance the public interest in disclosure 
with both the rights of the individual(s) concerned and the public interest 

in maintaining trust in a confidential service. Solid justification is therefore 

required to breach confidentiality and specialist or legal advice should be 

sought before the information is disclosed. Any decision to disclose should 
be fully documented. 

 

We have produced a detailed factsheet on the CLoC,  for GPs and staff: 

 

https://www.oakleyhealth.org/website/X82206/files/CLoC%20Factsheet%
20OHG.pdf   

https://www.oakleyhealth.org/website/X82206/files/CLoC%20Factsheet%20OHG.pdf
https://www.oakleyhealth.org/website/X82206/files/CLoC%20Factsheet%20OHG.pdf
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Data Processors 

 

We use data processors to help us process our patients’ personal and 

sensitive data. 

 
For all our data processors we will ensure that the following processor 

obligations are in place: 

 

● Provide guarantees that technical and organisational measures have 
been taken to ensure compliance with GDPR (Art.28(1) 

+Art.40,42). This includes pseudonymisation, encryption, 

confidentiality, integrity, restorability and regular testing. 

 
● Receive our prior written consent before engaging another 

processor (Art.28(2)). 

 

● Make sure there is a written contract in place between us and the 

data processor that sets out duration, subject-matter of processing, 
type and categories of data, as well as rights and obligations of the 

controller (Art.28(3)).  

 

● Ensure appropriate measures are in place to ensure confidentiality 
of personal data, such as staff confidentiality agreements. 

 

● At our choice, ensure to delete or return all data after the end of 

service provision and delete existing copies, unless otherwise 
required by law. 

 

● Notify us without delay of any breaches. 

 

● Provide all information to us needed to demonstrate compliance 
including audits. 

 

● Only transfer data to a third country where there are appropriate 

safeguards in place. 
 

● Ensure to only process data in accordance with the GDPR, Data 

Protection Act 2018 and the Common law of Confidentiality. 

 
● Ensure to only process data in accordance with the Caldicott 

Principles and Article 5 of the GDPR. 

 

● Ensure to only process data on specific, documented instruction 
from us. 

 

● Ensure that at all times we remain the data controller and in control 

of every aspect of processing undertaken on our behalf. 

Data controllership is a matter of fact and cannot be waived,  
re-assigned or delegated by contract terms. 

 

● Ensure that processors are not placed in a position where they are 

effectively a data controller for our patient’s information. 
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● Immediately inform us if in its opinion an instruction infringes GDPR 

or other member state law. 
 

● Where appointing a sub-processor, ensure the same contract as 

between the processor and us is entered into by the processor and 

the sub-processor. 
 

● If necessary, appoint a Data Protection Officer. 

 

● Maintain a record in writing of all categories of processing activities 

carried out on behalf of the controller and details thereof. 
 

● Assist the controller with any response to the exercise of data 

subject rights. 
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Building Security 

 

We have secure, lockable entry and exit points to the buildings. 

All buildings are alarmed and linked to the police and fire services. 

All access points, such as windows, are secured. 

Confidential information is only ever kept in staff-only areas. 

Lloyd-George notes are kept on-site for the minimum of time before being 

securely transported to our data processor for scanning and then secure 

destruction. 

Every night all rooms and areas should be checked and: 

● All windows locked 

● All computer profiles logged off 

● Any smartcards inadvertently left inserted should be removed and 

stored securely 

● All monitors switched off 

● Any confidential patient information (including FP10 prescriptions 

and populated Sunquest ICE request forms) should be stored 

securely (ideally in that clinician’s in-tray, which will be 

subsequently locked 

 

All cupboards and filing cabinets containing confidential patient 

information should be locked at the end of the working day. 

All confidential patient information should be stored in the locked 

cupboards/filing cabinets. Care should be taken to ensure no such 

information is left within scanners, printers, photocopiers or fax machines. 
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PC and Room Security 

 

 

The Practice must ensure secure configuration of devices and software. 

Firewalls should be in place for internet connections. 

All PCs should be password protected. No profiles should be created that 

do not require a password. 

Passwords should be strong and not easily guessed. Do not use 

passwords such as “password” and “123456”. Never share passwords or 

logon profiles. 

Numbers, symbols and combinations of upper and lower case characters 

in a password of at least eight characters that has no identifiable 

association with the user are the minimum requirements. 

There should always be user access control, ensuring that every user has 

personal access to the right systems, and that the level of access 

(permissions) given to an individual is always the lowest needed to do 

their job whilst minimising unnecessary exposure to systems they don’t 

need access to. 

Personal information relating to patients should only be stored on PCs for 

the minimum time required to serve the purpose, and then deleted. If 

such information must be kept for any length of time then, the data 

should ideally be encrypted. 

All PCs should have up to date anti-virus software running and ideally all 

hardware and software should be patched to the latest version. This will 

be the responsibility of our IT supplier (HealthCare Computing) and the IT 

manager to ensure. 

Dr Neil Bhatia will be responsible for monitoring CareCERT Cyber Security 
Bulletins and liaising with HealthCare Computing or the IT manager as 

required in response to issues raised within that bulletin. 

 

Do not download any files from the internet unless you are certain that it 

is safe and virus-free. If in any doubt, do not download it. 

Great care must be taken when installing other third-party software on 

any PC. Ideally, such software should be discussed with the IT manager, 

IT lead or Caldicott Guardian before installation. Only software obtained 

from a reputable source (such as commercially available or drivers 

provided with purchased hardware) should be installed. 

Where PCs are in a more public area (such as at the front desk of 

reception), privacy screens should be used. 
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PCs should never be left unattended without them being locked 

(Windows-L). Never leave a patient unattended in a room with an 

unlocked PC. 

At the end of the working day, all PCs should have all users logged off and 

the monitor switched off. 

Consideration should be given to locking the room during the day if it is to 

be unattended by the user for any length of time. 

Be mindful of windows and the possibility of computer screens (and the 

personal information displayed on them) being visible through the glass 

(especially at night). Use blinds wherever possible. 

Do not leave personal information (medical records, clinical letters, 

printouts, prescriptions etc.) lying around and in plain sight in the room. 

These should always be kept securely in a locked drawer. 

We have produced a detailed policy for Remote Working: 

https://www.oakleyhealth.org/website/X82206/files/OHG%20Remote%20

Working%20Policy.pdf   

https://www.oakleyhealth.org/website/X82206/files/OHG%20Remote%20Working%20Policy.pdf
https://www.oakleyhealth.org/website/X82206/files/OHG%20Remote%20Working%20Policy.pdf
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Smartcards 

 

The rules detailed in the document titled “RA01 Short Form Conditions” 

must be followed, particularly the rules concerning the physical security of 

the card and its PIN, the appropriate and legal use of the card, and the 
requirement to notify the Practice Manager and/or Caldicott Guardian  

(Dr Neil Bhatia) without delay if the card is lost/stolen or suspected of 

misuse by a third party. 

 
Smart cards are issued to an individual on a named basis and are for the 

use of that person only. 

 

All members of staff using smartcards are responsible for their correct 
use. 

 

The access level relating to an individual is personal and must not be 

shared or otherwise made accessible to another member of staff. 

 
The smart card is to be kept under the personal control of the individual 

to whom it has been issued at all times. 

 

Any cards not being used should be removed from the reader and placed 
somewhere safe: 

 

● Always when leaving the practice building (e.g. end of day, home 

visit, external lunch break etc.) 
 

● When the individual is likely to be away from the PC connected to 

the reader for any significant period of time (e.g. a meeting) 

 

 

Staff members are not to leave their cards unsecured on the premises 

when they leave work. 

 
Staff members leaving their cards at home will be required to go and 

collect them. 

 

Staff members sharing smart cards on more than one occasion will be 
considered for disciplinary action in accordance with the practice’s normal 

procedures. This would normally be after an informal warning. 

 

Staff members must report the loss of a card to Dr Neil Bhatia or Jennie 
Taylor as soon as it is known that the card is missing. 

 

Smart cards will not normally be handed over between individuals. In the 

event of a staff member needing to relinquish a card (e.g. over a holiday 

period) then this will be passed back to the practice manager or 
nominated person who will log the transfer and retain the card securely 
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If a card is found in the reader after a member of staff has left the 

building, or where it is likely that that member of staff is to be away from 
the PC & reader for a significant period of time, then the card should be 

removed and placed somewhere safe until the return of the member of 

staff. The incident should be discussed with the member of staff to try to 

ensure that such occurrences are as rare as possible. 
 

Repeated occurrences concerning a member of staff should be reported to 

the Practice Manager and/or Caldicott Guardian (Dr Neil Bhatia). 
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Security of Mobile Devices 

 

Particular precautions need to be taken with portable devices, both when 

they are used on site and when taken offsite. 

 
On-Site 

 

Laptops, tablets and any other portable devices are more vulnerable than 

PCs, because they are easier to pick up and remove and therefore more 
desirable to the opportunist thief.  It is also less likely, in some 

circumstances, that their loss will be noticed immediately.  However, 

because of their size, it is possible to provide extra protection: 

 
● When the device is not in use, it should be stored in a secure location 

● Where it is left on the premises overnight, it should be stored in a 

locked cupboard or drawer 

● Where the device is shared, have a mechanism for recording who is 

responsible for it at any particular time 

● Patient or personal identifiable information should not be contained on 

laptops or other portable devices or removable storage devices  

● Password protection should be used at all times 

 
In transit 

 

Computers should not be left unattended in cars.  Where these is 

unavoidable, ensure that the car is locked and the computer is out of site 
in the boot or at least covered up if there is not a boot. 

 

The responsible staff member should take the device with them if leaving 

the vehicle for any length of time. 

 
Use in a public place 

 

● The device should remain with the member of staff at all times 

● Care should be taken when using the device that confidential data 
cannot be overlooked by members of the public e.g. on public 

transport 

 

Use in a patient’s home 
 

● The device should have a password protected screen saver 

● The device should remain with the member of staff at all times 

● Care should be taken that confidential data cannot be seen by other 
members of the family / carers 

 

Use on other premises (e.g. outreach clinic) 

 

● The device should remain with the member of staff at all times 

● When the device is not in use it should be stored in a secure location 

● Where it is left on the premises overnight, it should be stored in a 

locked cupboard or drawer 
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USB Devices 

● Care must be taken to ensure that any USB device is free from 

malware and viruses 

● No USB device should be inserted into any PC unless the user is certain 

of its origin and that it is free from any such electronic threats 

● Personal information is not to be stored on removable devices such as 

CDs, memory-sticks and external hard-drives etc. unless it is 

encrypted 

 

  



 

14 

 

Our electronic GP records databases 

(EMIS Web and Docman 10) 

 

Access to both EMIS Web and Docman 10 (documents) is only permitted 

by authorised users and over the N3 network. 

Access to both are generally by NHS Smartcard, although all users have 

manual logins/passwords in case these are needed. 

All entries to GP records, alterations, deletions etc. are recorded and 

auditable. 

We strive to ensure that all information recorded within the GP records is 

factually correct, complete and up to date, and always available to 

clinicians and admin staff when required. 

Data extracted from the EMIS Web GP database is not released to any 

third party unless effectively anonymised, or as aggregate data, or, if 

identifiable, there is a lawful basis for doing so with respect to the CLC, 

the DPA 2018 and the GDPR. 

We have “business resilience” plans in the event of a system failure. 

We have access to a “backup database” in the event of a network failure 

preventing us from communicating with our main database. 

Our databases are regularly backed-up by the data processors. 
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Email, and SMS Messaging 

 

 

A separate policy on Email and SMS messaging is available: 

https://www.oakleyhealth.org/website/X82206/files/OHG%20Email%20a
nd%20SMS%20policy.pdf  

 

Emails 

 
Don’t open attachments or follow links within unsolicited emails. 

 

Check for the obvious signs of phishing: 

 
• Many phishing scams originate overseas and often the spelling, 

grammar and punctuation are poor. Others will try and create official 

looking emails by including logos and graphics. Is the design (and 

quality) what would you'd expect from a large organisation?  

• Is it addressed to you by name, or does it refer to 'valued customer', 
or 'friend', or 'colleague'? This can be a sign that the sender does not 

actually know you, and that it is part of a phishing scam.  

• Does the email contain a veiled threat that asks you to act urgently? 

Be suspicious of words like 'send these details within 24 hours' or 'you 
have been a victim of crime, click here immediately'.  

• Look out for emails that appear to come from a high-ranking person 

within your organisation, requesting a payment is made to a particular 

bank account. Look at the sender's name. Does it sound legitimate, or 
is it trying to mimic someone you know?  

• If it sounds too good to be true, it probably is. It's most unlikely that 

someone will want to give you money, or give you access to some 

secret part of the Internet.  

 

Report all phishing attacks. 

 

Be very careful using Cc and Bcc in emails. 

 
We have produced a policy on using AccuRx for photos and video 

consultations: 

 

https://www.oakleyhealth.org/website/X82206/files/OHG%20Photos%20
and%20Video%20Consultation%20Policy.pdf  

 

  

https://www.oakleyhealth.org/website/X82206/files/OHG%20Email%20and%20SMS%20policy.pdf
https://www.oakleyhealth.org/website/X82206/files/OHG%20Email%20and%20SMS%20policy.pdf
https://www.oakleyhealth.org/website/X82206/files/OHG%20Photos%20and%20Video%20Consultation%20Policy.pdf
https://www.oakleyhealth.org/website/X82206/files/OHG%20Photos%20and%20Video%20Consultation%20Policy.pdf
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Telephones 

 

 

No personal information should be given over the telephone unless you 

can positively identify the caller (e.g. you may recognise a Consultant’s 
secretary and can quite safely give the information). 

 

In cases where you do not know the caller, you must take a name, 

telephone number and call back.  Do not take a direct line number or 
extension – take the number of the main switchboard and ask for the 

person by name. 

 

Never divulge details of consultations, diagnoses, etc. to third parties. 
 

Do not give out test results to spouses/third parties, or parents of 

children over the age of 16 unless you have recorded permission from the 

individual to do so. 

 
You must be aware that relatives, employers or other agencies may try to 

obtain information unlawfully (“blag”) on a patient. 

 

Be mindful of your surroundings – telephone conversations are easily 
overheard. If needs be, transfer the call to a more secure location. 

 

Remember that personal, sensitive information about an individual being 

overheard by a member of the public could be a personal data breach. 
 

Leaving messages for patients 

 

Leave a message asking the patient to ring the surgery but give no 

further information – for example “to change your appointment with the 
nurse”.  Leave your name so that the patient knows who to contact. 

 

The above message can be left with a third party or on an answering 

machine. 
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Manual (paper) Records 

 

 

All clinical information, whether electronic or paper-based, is valuable. 

 
Care must be taken to ensure the security of any paper records 

containing personal data. 

 

Records requiring scanning should do so as soon as possible, and then the 
original securely destroyed. 

 

Records requiring storage for any length of time (awaiting scanning or 

review by a clinician) should be kept securely and locked up at night. 
 

All paper records should be securely destroyed when no linger required. 

This means ideally shredded (we have an on-site shredding contractor), 

or if needs be at least placed into an orange (for incineration) waste bin. 

 
Under no circumstances should personal information be placed into 

general waste. Care must be taken to ensure that the right-hand side of 

prescriptions containing personal data is no inadvertently disposed of in 

this way. 
 

Personal information should not be left lying around and in plain sight, 

especially in clinical areas where a steady stream of patients come and 

go. All such information should be locked away. 

 

Great care must be taken when taking paper records out of the surgery 

buildings, such as a “home visit printout” or a Sunquest ICE request form. 

These are easily left in a patient’s home, where if found by another family 

member or visitor would constitute a personal data breach. 

If you do take such information with you, ensure you have a reminder so 

that when you return to the surgery: 

● You can be certain that all information taken out has come back 

● You are reminded to securely dispose of the information when no 

longer needed  
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Validation of Patient Demographic Details 

 

Keeping the address, telephone number, mobile telephone number and 

email address of patients is important. 

 
The wrong details, or out-of-date details, can easily lead to a personal 

data breach. 

 

Care must be taken with mobile phone numbers and email addresses in 
particular, which are frequently changed. 

 

Particular care must be taken with children and teenagers. They often 

have parental mobile phone numbers and email addresses on their GP 
record, and all opportunities must be taken to ensure that these are kept 

up to date and the details changed as the child obtains their own, 

personal, mobile phone number and email address (as appropriate). 

 

Every opportunity should be taken to validate all such details. Suitable 
opportunities include: 

 

● Whenever a patient informs us of a change of address or telephone 

number 

● When a patient rings up to book an appointment 

● When a patient is being referred to a hospital specialist 

● When a patient have a blood test or x-ray organised 

● At an “annual review” or NHS Health Check 

● When a patient signs up for secure online records access 

● When a patient nominates a pharmacy for EPS 

● Whenever correspondence is received which appears to show 

conflicting demographic details 

● Whenever a new-born baby is registered with the practice 
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Disclosure of Information for Secondary Purposes 

 

 

See separate policies: 

 
https://www.oakleyhealth.org/website/X82206/files/OHG%20Disclosure%

20for%20secondary%20purposes.pdf  

 

https://www.oakleyhealth.org/website/X82206/files/OHG%202ndry%20u
ses%20policy.pdf  
  

https://www.oakleyhealth.org/website/X82206/files/OHG%20Disclosure%20for%20secondary%20purposes.pdf
https://www.oakleyhealth.org/website/X82206/files/OHG%20Disclosure%20for%20secondary%20purposes.pdf
https://www.oakleyhealth.org/website/X82206/files/OHG%202ndry%20uses%20policy.pdf
https://www.oakleyhealth.org/website/X82206/files/OHG%202ndry%20uses%20policy.pdf
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Objections and Opt-Outs 

 

 

Oakley Health Group will ensure that all patients: 

 
● Are aware of their right to object to processing of their data, where 

permitted by law (such as where Article 6(1)(e) his being relied 

upon) 

 
● Are aware of their right to express a Type 1 (9Nu0) Objection to 

prevent the extraction and uploading of personal data to NHS 

Digital 

 
● Are aware of their right to determine their National Data Opt Out 

status (from 25th May), as replaces the Type 2 (9Nu4) opt-out 

 

 

 
We will provide all necessary fair processing information, including 

making it as easy as possible for patients to opt-out or object (and to opt 

back in should they so wish). 

 
All such objections/opt-outs will be assessed (if needed) and recorded in 

the patient’s GP record as soon as possible. 

 

Where patients have expressed an objection (or opt-out) and that 
objection/opt-out has been accepted and recorded, then no further 

processing of their data related to that expression will take place. 

 

We have a “Right to Object” policy covering objections expressed to 

processing under Article 6(1)(e): 

https://www.oakleyhealth.org/website/X82206/files/OHG%20Right%20to

%20Object%20policy.pdf  

  

https://www.oakleyhealth.org/website/X82206/files/OHG%20Right%20to%20Object%20policy.pdf
https://www.oakleyhealth.org/website/X82206/files/OHG%20Right%20to%20Object%20policy.pdf
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Confidentiality and Teenagers 

 

The principles of confidentiality apply equally to all patients regardless of 

age. Young people (including those under 16) are entitled to equal 

confidentiality male or female as all other patients. This includes 
respecting their wishes to withhold information from parents or guardians.  

 

The GP involved will determine the competency of a young person seeking 

treatment and will determine the extent to which confidentiality guidelines 
apply in each case.  

 

Respecting patient confidentiality is an essential part of good care; this 

applies when the patient is a child or young person as well as when the 
patient is an adult. Without the trust that confidentiality brings, children 

and young people might not seek medical care and advice, or they might 

not tell you all the facts needed to provide good care. 

 

The same duties of confidentiality apply when using, sharing or disclosing 
information about children and young people as about adults. 

 

We should:  

● disclose information that identifies the patient only if this is 

necessary to achieve the purpose of the disclosure – in all other 
cases you should anonymise the information before disclosing it 
 

● inform the patient about the possible uses of their information, 

including how it could be used to provide their care and for clinical 
audit 
 

● ask for the patient’s consent before disclosing information that 
could identify them, if the information is needed for any other 

purpose, other than in the exceptional circumstances described in 

this guidance 
 

● keep disclosures to the minimum necessary 

 

Care must be taken to ensure that this right of confidentiality is not 

inadvertently breached by following the procedural guidelines in force. 

 
It is generally recognised that parents will accompany children up to 13 

years of age, many will continue to do so past this age but the clinician 

can check if they are happy to have the parent there, if it is something 

personal.  
 

A person between the ages of 13-16 can come and see a clinician alone. 

However a clinician must believe that they are capable of understanding 

the choices of treatment and their consequences. This includes 
contraceptive advice, but the principles apply to other treatments, 

including abortion. 
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The policy of the Practice is to support young people in exercising their 

choice of medical treatment, and to deal with them in a sympathetic and 
confidential manner. Where a young person presents at the surgery 

without adult support they may be booked in to see a clinician in the 

normal way. Where there is some question of the urgency of an 

appointment the matter should be referred to a nurse in the first instance 
to triage the request. 

 

The Fraser guidelines apply more in the treatment of contraceptive advice 

and care for girls.  

 
● The Clinician must be satisfied that the girl understands the advice 

given. 

● That he cannot persuade her to inform the parents. 

●  That she is likely to continue having sexual intercourse with or 
without contraceptive treatment. 

 

The Gillick Competency in brief is as follows: 

 
It is not enough that she should understand the nature of the advice 

which is being given but she should be sufficiently mature to understand 

it. 

 

It is also commonly believed that “the parental rights yields to the child’s 
right to make his own decisions when he reaches a sufficient 

understanding and intelligence to be capable of making up his own mind 

on the matter requiring decision” 

 
https://www.nspcc.org.uk/preventing-abuse/child-protection-

system/legal-definition-child-rights-law/gillick-competency-fraser-

guidelines/  

 
“0-18 years: guidance for all doctors” 

http://www.gmc-uk.org/static/documents/content/0-18-english-

513_Revised.pdf  

  

https://www.nspcc.org.uk/preventing-abuse/child-protection-system/legal-definition-child-rights-law/gillick-competency-fraser-guidelines/
https://www.nspcc.org.uk/preventing-abuse/child-protection-system/legal-definition-child-rights-law/gillick-competency-fraser-guidelines/
https://www.nspcc.org.uk/preventing-abuse/child-protection-system/legal-definition-child-rights-law/gillick-competency-fraser-guidelines/
http://www.gmc-uk.org/static/documents/content/0-18-english-513_Revised.pdf
http://www.gmc-uk.org/static/documents/content/0-18-english-513_Revised.pdf
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Third Parties and Contractors 

 

Third parties are located on-site for a period of time as defined within 

their contract.   Examples are: 

 
● Hardware and software maintenance and support staff 

● Research staff when the Practice is involved in a research project 

 

 
Third parties and contractors must sign a confidentiality agreement. 

  



 

24 

 

Information Governance Toolkit 

 

Oakley Health Group has always undertaken the Department of Health 

Information Governance Toolkit each year. 

19/20: https://www.dsptoolkit.nhs.uk/Publication/Publication/52323  

https://www.dsptoolkit.nhs.uk/Publication/Publication/52323

